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Current Challenges




AppSec

software supply chain was simpler, and the attack surface ~g
was smaller, so finding fixes was trivial

EXTERNAL ATTACKERS

- Total Number of CVEs:
B 15 K (how 222 K+)

Context: In 2015 we had fewer security tools, digital PRANCISCO @ GLOBAL

Few scanners /
limited attack surface

INTERNAL INTERNET
ATTACKERS EXPOSURE

Monolithic software
deployed on premises

APPLICATION ﬂ
© Phoenix Secturity 2024
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Context: Today it's becoming impossible to manually
find which vulnerability to fix next ... when
vulnerabilities are getting exploited in 3 minutes

SAN SEPT 23-27 OWASP 2024
FRANCISCO GLOBAL
/ AppSec

5

Total Number of CVEs
Increasing exponentially:
220 K (vs 6.7k in 2015)
while team size has not
increased

Multiple alerts all
disconnected, multiple
disjointed processes and
reports

Larger software attack
surface built by multiple
teams releasing frequently

\_ Y,
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o/s

THREAT INTELLIGENCE & CONTEXT
APPLICATIONS ﬁ

o/s

C | feel your pain

3RD PARTY
‘ LIBRARIES

r DEVELOPERS

&=

APPLICATIONS

= Alert FATIGUE

LIBRARIES
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DEVELOPERS ENGINEERS
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CODE - VM/LAPTOPS
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CREDENTIALS
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© Phoenix Seclritv 2024

LIBRARIES




Vulnerability growth outpaces the ability of defender to react.?RANCIsco @ GLOBAL

AppSec

Automation is the only solution ~y

#(CVE )
220,538 ** Only 1-10% Only 6%

220,53

35% YoY increase of these is actually Security people budget
* (down trendin
Most Vulnerabilities S 17% *) & 2023

are Critical - High (58%)**

P

®

o

UQQ' Attacker Gap
m ‘IIIIIIIIIII
-t

FIRST / EPSS  "MVD/CVE UK GOVERNMENT
w) I“HUEIL&M(MTM
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The Race to a Million vulnerabilities...not that far away FRANCISCO GLOBAL

AppSec
Total CVE over the years 745.7K -
800.0K 613.4K
508.4K
424.6K
700.0K 357.3K
302.9K
258.5K
600.0K
222.2K
192.1K
500.0K 167.0K

146.9K

128.5K
400.0K
111.2K

300.0K 94.7K

80.0K
73.6K
67.1K
200.0K 59.1K
54.0K
48.7K
44.6K
9.9K
100.0K 3428
28.5K
21.2K
31K 6 0%.6K 14.3K
0.3K 1.8K 3- 4.8K -
0.0K A_

199920002001 2002 2003 2004 2005 2006 2007 2008 2009 201020112012 2013 2014 20152016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

W Total CVE (cumulative M Projections (cumulative)
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Market — More code than ever, malicious code generator
accelerate exploitation time to 3 minutes

State of Malicious underground LLM to develop malicious code”

SAN SEPT 23-27
FRANCISCO

Data from GitHub reveals that "41% of all code right now is Al

generated," Mostaque remarked. More interestingly,

Table 1: Malla services and details

Name Price Functionality w/wo Infrastructure
voucher
copy
Malicious| Phishing Scam
code email site
CodeGPT [11] 10 Bytes” o O L) No Jailbreak prompts
MakerGPT [49] 10 Bytes” @ O © No Jailbreak prompts
FraudGPT [30] €90/month L o o No -
WormGPT [79, 80, 83] €109/month L o 0 No -
XXXGPT [28,61,84] $90/month ® O O Yes Jailbreak prompts
WolfGPT [77,78] $150 o o [ No Uncensored LLM
Evil-GPT [26] $10 ® o e No Uncensored LLM
DarkBERT [16,17] $90/month o o O No -
DarkBARD [14, 15] $80/month L)) © O No -
BadGPT [2,3] $120/month © © © No Censored LLM
BLACKHATGPT [4-6] $199/month o O O No -
EscapeGPT [23] $64.98/month o © © No Uncensored LLM
FreedomGPT [32,33] $10/100 messages o © © Yes Uncensored LLM
DarkGPT [18, 19] $0.78/50 messages o © © Yes Uncensored LLM

GitHub CTO

OWASP 2024
GLOBAL
/ AppSec

-

CVE-2024-27198 Vulnerability Timeline | March 4th

14:00 UTC 19:23 UTC

Jetbrains releases
Teamcities 2023.11.4 update

Rapid7 shares a blog, including
proof-of-concept exploitation

14:59 UTC

Jetbrains publicly discloses
CVE-2024-27198

* Bytes is the forum token of hack forums . net; € indicates implicit mention.

*https://arxiv.org/abs/2401.03315

19:45 UTC

Cloudflare observes
attempted exploitation

<+ 3 Minutes™ »

**https://blog.cloudflare.com/application-security-report-2024-update/
© Phoenix Secturity 2024
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Who is attacking what and where FRANCISCO GLOBAL

/ AppSec

Global Industries Targeted, 2023

Industry Percent of Investigations Initial Infection Vector

rosncs. [ 7.3 Phishing

Business and Professional Services _ 13.3* %
Retail and Hospitality _ 8.6* 1
Healthcare _ 8.1* %

Gavernment _ 8.1* Prior Compromise
Construction and Engineering _ 7.9%
Transportation and Logistics _ 6.2%
Education _ 5.3%

Entertainment and Media _ 4.1%

Utilities 2.1%
Tele ieations 1.7% Most Frequently Seen Vulnerabilities

Energy 1.3%

Other 1.3%

Asrospace and Defense 0.9% Oracle Web
lications
Agricultural and Forestry (0,8 . App
MOVEit Desktop
Nonprofits 0.8 Transfer Integrator
a 5 10 15 20 CVE-2023-34362 CVE-2022-21587

Reference https://www.mandiant.com/m-trends _ _
© Phoenix Secturity 2024
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Vulnerability Exploits is on the raise FRANEISES AppSac
o - o - - -

Cradentials

NUMBER OF BREACHES

Referenced cybersecurity threads

Ransomware
Phishing

Zero-day Exploits

Exploit waln
Software Vulnerabilities (T ————
Third-Party Vulnerabilities (e
o o o o o e Network Vulnerabilities (I EE——
Figure L. Select ways-in en umerations in non-Erfror. non-Misuse breaches
m=6,963)
Supply Chain Attacks (e
SQL Injection Attacks (D
80% Credentials Misconfiguration Issues (I

40% Phishing

By 2025 the line will cross

Exploit vuln

2020 2022 2024

Reference DBR 23

© Phoenix Secturity 2024



Bridging the gaps
appsec and
environment
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Phoenix correlates, contextualizes and deduplicates by
linking together assets using 4 dimensions

APPSEC RISK

) R . . Traceablllty
Code

Reachabilit HEs ~ CODE  WEB/API
i ) INDIRECT DIRECTy UL BUILD APP «
e Attribut 2 e T %
I‘I ll I(,Il @a&ﬁ @Egﬂ ;2?_ [ — | [—1
° - LIBRARIES  LIBRARIES BUILT o 3
I.I n e a ge =] AP E APPS APPS © BOUGHT
E % APPS
[t '© == (@)
HH = |5 2 o.o
* Traceability e - N
race a I I ' . . Docker kube file LIBRARIES é E . .

o/s
BUILT
* Code/Cloud 063 R
Attribution
IAC VM

Reachability

ASSETS

Lineage

Cloud Reachability
OPERATION/ RUNTIME

SOFTWARE / PRE-FLIGHT



But we must recognize that the process are different

Phoenix Security | INVESTOR PITCH DECK *

Business Critical

N
o Attacker Exploiting
Criteria App
Internal only g
WEB API CODE 3RD PARTY 1 0 Critical
@ LIBRARIES 10 Medium WEB API CODE AP/ WEB
.
APPLICATIONS API/ WEB
L 3RD PARTY APPLICATIONS
LIBRARIES
i ENVIRONMENT l00cred
T 10 Medium
g LIBRARIES
LIBRARIES CONTAINERS o/s
MISCONFI CLOUD
° ° GURATION WORKLOADS E
MISCONFI CLOUD CLOUD ﬁ
GURATION WORKLOADS
N\ BUSINESS OWNERSHIP BUSINESS
OWNERSHIP CONTEXT CONTEXT

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



Scaling without an
army

Data Driven
Approach
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Assets and Risk, what are your assets, where is your risk? / Appsec




"LONDON

Prioritization varies depending on the deployment Q

TOTAL RUNTIME
VULNERABILITIES

TOTAL SOFTWARE
VULNERABILITIES

WITH POC
WITH POC

WITH ACTIVE EXPLOITS
WITH ACTIVE EXPLOITS

WITH FIX

WITH FIX
DEPLOYED IN PROD

RECHEABLE

LIBRARIES SOFTWARE WEB/ API CLOUD INFRASTRUCTURE CONTAINER

SCALE SET

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
© Phoenix Secturity 2024
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AppSec

-

Code - Application Security / ASPM + ENVIRONMENT- Rumtime

Cloud

Networks, Zones, Regions

Compute

Servers, OS, Processes, Storage

Platform

Kubernets, Containers, VMs

Application

SCA, Software, Libraries, SBOM
Dependencies, API, Website

Service

Website
API
Deployed Application

Business Context
Ownership,
Criticality
Data, PII

© Phoenix Sectiritv 2024



Line of
communication




AppSec

-

‘ OWASP 2024
@ GLOBAL

Line of communication are blurred, and attribution is king

é ; “Sell security” to CIO/CTO in terms of risk é ;

IS0 responsable for Risk Ownership clo/cro
A
Reduce risk
Security Reporting
selling please
“selling" Security
“Selling” Security Product Teams
wwwwwwwww ities L
’ Security Responsibility

Team Finance Full stack

Where you run it

What you build

Team Finance Ops.




'-.
S8 Seenario : Uedunticating Lontextus nae ant OBA

BE AWARE BUT
IGNORE

] - -

¥ SECURITY <] Vulnerabilities

Vulnerabilities Findings Group by Location
Dashboard

Finding Status Search
@, Risk Explorer « - —

w Closed Al CVE-2022-1471 Clear All ¥ Filters (1) 0
A 4

Application / Environment

Assets + (Team: Finance-Fullstack x) Clear all

Select Application or Environment

.f. External Dependencies v

2 Results Export Findings [
@ Security v
- [ Risk2 . L " N ” T . CVSS/ Discovery Remediation Exploitability Risk Create Ticket / s R
Vulnerabilitie ° SELEE ame YPEY  severitys  Days® Days$ (EPSS)C  Exception Ticket Status < Ll
iner- :0.0. > org. I's... | 9.8 9 N/A 21% - N
@ Assessment Imports 985 / container-finance:0.0.34 > org.yaml:s... Ignore / &)

P ;2% Teams + (] 985 /\ ../ finance-backend/prod > Arbitrary ...  Fix (@) - ‘ N/A 21% [:]

1aKkeyami

L]

U i

(%) Automation v Items per page: | 100 ~ 1-20f2

dam

&% Integrations

o ] Settings v
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Real Case Scenario : EPSS vs Static Reachability vs FRANCISCO AreEAL

AppSec

Runtime/Contextual Reachability T~

Network
Reachability
Production an alySlS and

Container Register
(A // I controls
evidence/mitigations
Finance build e
' 4 Finance build
» finance App ; ;; ‘ finance App _

Static Reachabilit

nakeyaml:0.0.34 F
Finance Container l
—/
~ 2\

Evidence Vector

N, Finance Container

Finance App Build

—>
\ Finance Container
O/S Libraries : - N

\ ]
=) ) | @
SCA Scan SAST Code Scan App Build scan Container Build C
ontextual
container ¢ s
baild fle Container pre-deployement Reac hablln'y E PSS ev'dence
(runtime) vector
Evidence
| Vector —
Container build Container build Container/Cloud
Scan Image Scan Runtime Scan
2022-1471 * Number of branches/build file CVE-2022-1471 * Number of images built CVE-2022-1471 * Number of images stored CVE-2022-1471 * Number of containers running

SCA Library pre flight - FIX HERE

Issue is higher because the

application is being run in a Image risk - Be aware but ignore (issue can't be fixed here)
container that is running

multiple times

Production risk - Be aware but ignore (issue can't be fixed here)

© Phoenix Secturity 2024
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FRANCISCO GLOBAL

PHOENIX BRINGS OUT THE 4™ DIMENSION OF RISK ) Appses

Advanced
Current Risk Based Context Based
Context
Method Method Method Method
0.8 PoE (probability) ,,
Wad A
MY v |
Critical 9-10 .
400-700 | 700-800 400-700 | 700-900 0 <<’ - -
7-8.9 10 4 % >
/ Sg
w 100-400 = 400-700 700-900 % 100-400 | 400-700 700-900 c % =
- Medium | 4-6.9 g < % > e <O
> O O Sg sl e | ediumt IS 0
O 0-100 | 100-400 | 400-700 0-100 | 100-400 | 400-700 X |
Info/Low 0.1-3.9 PR— = Q%g 53
0 o 0 > @ Low ‘Low @
q e 0.8 e 1.2 0 QO%
Simple Probability PoE (probability) Rz
Internal/External A 0.8 ity L2 0
PoE (probability) Epesle
Y A Y Y
e Application eployment] I
EPSS CTl Exploitability Service env Assel Deployment
Criticali Criticalit v v ¥ location Location
EPSS CTl Exploitability
v ! v
’ Exploit PoC
e e Available Available l i
Y
: Exploit PoC
Wedpanized Available Available




Shift Everywhere Connect business Security and Development

SH IFT DOWN (Business/SecOps)

« AGREEING RISK BASED TARGETS/ APPETITE
« BUSINESS IMPACT ASSESSMENT
* TRANSLATING RISK BASED PROFILES INTO

ACTIONS FOR DEVELOPERS

Sec

SHIFT I.EFT (DevOps/DevSecOps)

« TESTING CODE AS EARLY AS POSSIBLE
* INTEGRATING Cl/CD CHECKS FOR CODE
 THREAT MODELLING, SECURITY BY DESIGN

!

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST

OWASP 2024
GLOBAL
/ AppSec

SHIFT UP (Business/GRC)

* RISKBASED REPORTING

+ BUSINESS IMPACT ASSESSMENT

* PRIORITISING, AGGREGATING, COORDINATING
RESOLUTION

|

SHIFT RIGHT (Operation Security)

* O/S TESTING, IMAGE TESTING
* PEN-TESTING, BLACK/WHITE BOX TESTING
+ CLOUD MISCONFIGURATION

© Phoenix Secturity 2024
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From Number of Vulnerabilities to risk objectives
Drive Risk down, Gonnect left to right .

g BUSINESS
fll. OBJECTIVES
—
n

RISK TARGET

BUSINESS APPLICATIONS OPERATION ENVIRONMENTS

[ oo |
_m-’ Divide

conundrum

( A

|| a ACTIONS
[ % ]
CODE LIBRARY CREDENTIALS WEB/API CONTAINERS CLOUD INFRASTRUCTURE
= [p—

DEVELOPERS ENGINEERS

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST

© Phoenix Secturity 2024
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SLOW DEFENDER
180-280 days

Average time to fix a vulnerability

¥ Discover

¥ Scan

: ¥ Aggregate

& Triage

' & Correlate

< Prioritize

" ¥ Find Team/ Route

~ ¥ Chase/Follow-Up

I Exception Managment

+ Plan/Schedule

~ ¥ Follow-Up/Chase

¥ Resolve/Rescan

L + Measure

FAST ATTACKER

3-15 days

Average time to exploit a new vulnerability

¥ Discover

|

: ¥ Scan

|

& Prioritize

|

k + Exploit

| ¥ Resolve

weeccccccccsseece )

£



Not all the vuilnerabilities require equal attention ‘@%“f‘é"ez%ﬁ

AppSec

N

Total Vulnerabilities
204073 K Bug Bounty Popularity (active 17K) 8.33%

4.41°% Exploit Available GitHub Exploit (9.9K) 4.41%
99K

GitHub Verified Exploits (0.93K) Q.47 %

Verified Exploit
0.49% eri IEI pr 0ItS CISA KEV (.“() 0.49%
EPSS > 0.7 (688) 0.34%
0.22% ST GitHub Active Exploit (0.40K) 0.22%

06K/04K
0.01% W Externally Visible (0.14) ? 0.2%

Location Critical Application
© Phoenix Secturity 2024 A



Prioritization




CVE Distribution ()
Low l..

Critical 3%
19.3%
Medium -
41.7% CVE Distribution by Type
. SSRF
High X
36 . 8% (:gngglfg Memory Corruption
7._8% 31.8%
Directory Traversal
7.2%
CVE Distribution by Effect
Sql Injection
Information Leak ;(gi% : jl‘f‘q%

e Code Execution
26.5%

Denial of Service Bypass
9.8%

34.3%

Privilege Escalation
13.9%

© Phoenix Secturity 2024



Google ZDP

TM ZDP

Github

Packet
Storm

Bug Bounty

Network
Vector

RCE

Lero Days

Popularity

Automatable

Exploitability

Intelligence

Is it exploitable

Active Exploit

Broad

Targeted CTI

Data

Reliability

Used

Confirmed

Reported



Stages of triaging &R

AppSec

_ >
Easy/Automatable Harder/Manual
- S1 - Bulk S2 - Locality S3 - Bus. S4 - INT. Reasons
M
Prioritize vulnerabilities Is it reachable? Is it critical? Now?
L% Exploitability Criticalit Positive

Vector Location

Reachability Reach
(code) (network)

Deferred
(project)

FAIR

™

Harder

Attack Path



OWASP 2024
GLOBAL

AppSec

Using SLA is proven 100% unreachable objective ~g

Example of Tracking Team Performance SLAs
Remediation Cycle, lllustrative

W Target
W Current

o
Actual Remedy 3
| S
[
a8
5
a
. S
Objectives I:> 3
£
3
=
Finance HR Marketing Operations PCl Server  Other Endpoint FW/Router/
Server Switch

Source: Gartner

160 1
Gartner

© Phoenix Secturity 2024



Phoenix Security | WEBINARS

SLA Evolution
SLA Appetite

Low Maturity

High Maturity
‘Severity SLAIMulti Severity SLA|  Exposure SLA _

Simple to measure Complex to Measure

Security OKR

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



SDLC and
where scanner

fit




Complex Traige / Backlog Management

[ ] [ ] n n [ ]
Modern security |JI|JB|IHB - Trlage point e s e
DevSecOps f Modern Appsec
Pure Appsec IT Ops
F 7= 7 = T T
: F r K B’
5 Reporting
Security : {Product and
Scanning 0 Risk)
(automation) .
SAST, SCA, Secret SAST SCA. IAST, Web DAST, *| csPM, cwP, web DAST, CWP, CSPM, _
Scan, laC Image DAST, Security Test : Dast Web Dast Plspﬂ_rﬂ ;
Scan . anning ]
. Metrics/
. ¥ YYYY scorecard for
0 developers
- Vulnerability
) = r Centralized Review
[ ™ i [ ™ | ¢ [ ™ Vulnerability
Plan Code | Build | Test | r Deploy | Operate & Monitor Managment
e——— Sprint Vulnerability
3 Planning/ Triage
. X
Pracesses - - N s N Security Reporting,
Requirements, Secure Gode Review, i - | Technical Gontrols Pentesting, Bug
standards Rapid Risk Assessment Middiewara Red toam, : Config, WAF, Bounty. Incident
Threat Modelling Rapid Fix Security Libraries assurance . Firewalls Rers;mnse
p N , (1 Security Defect
Security training : Managment
Education .
L —— -
Software/Application/Product Context : Environment Context
y,
. | . — Security
B Backlog for
. = Per Praduct
. . Backlog * Vuinerability backlog Developars

ldentification of Yes
Issues in one vulnerable
specific library/ library/ Syntax
Line of code issue
(Mo Context) Remediate / PR
Changes

CONTEXTUALIZE PRIORITIZE |

ACT ON RISK THAT MATTERS MOST




Vulh mngm
framework
RISK is the answer
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WHERE ARE YOU IN YOUR SOFTWARE SECURITY MATURITY JOURNEY?

‘ PRODUCT SECURITY APPSEC

SCAN REACT
AD-HOC
* Scan » Reactto
+ Web Vulnerabilities
* Asset + Manual Selection
* Pentest
* Excel
* Excel spreadsheet
spreadsheet
MANUAL

AGGREGATION

(aggregated view on risk)

Aggregate
Deduplicate
SAST/DAST
Pentest/Manual
Manual
Assessments

PRIORITIZATION
ATTRIBUTION

* Severity
» Exploitability
» Fix Availability
* Criticality
* Exposure

to Attack
* Risk based

AUTOMATE

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST

(contextual code 2 cloud)

» Application
Criticality/ BIA

* Risk based

+ Cyber threat

* Deployment

* Business Value
& Quantification

+ Criticality & Data

* Exposure

» Risk based

* Vuln Mngm

vulnerabilities
laC to cloud
assets

Auto Attribute
teams and users
\Xorkflows

Auto Asset
Management
Cl/CD feeds
CMDB Feeds

MATURITY
ACT ON RISK
» Risk Based
AUTOMATION “l
vulherabilities
+ Auto open ticket selection
CONTEXTUALIZATION * Auto correlate Attribution of
code to cloud Vulnerabilities

delivered to the
right teams
Vulnerability Fix
Rate

Ignore the wrong
vulnerabilities
SLA & Reaction
MTTR/ MTO

Per Sprint fix



SCOPE, DISCOVER, AGGREGATE

AGGREGATE ALL THE DATA AND SET
BASIC MEASUREMENT

AGGREGATE
DEDUPLICATE
CORRELATE

| <«
? BUSF?ESS

METADATA
& OWNERSHIP

DISCOVER ASSET POSTURE

SEGMENT THE ASSET BY BUSINESS AND
ADD OWNERSHIP



PRIORITIZE

PRIORITIZE BASED ON THREAT INTEL
(EPSS)

PRIORITIZE BASED ON CONTEXTUAL AND
ASSET LOCATION

¥ BUSINESS |
_ METADATA

:& OWNERSHIP

" PRIORITIZE,

"/ CONTEXTUALISE
THREAT INTEL

PRIORITISE BASED ON BUSINESS
CRITICALITY AND IMPACT



ACT

ACT ON MOST
IMPORTANT RISK

ASSESS (”

SET TARGET

ACT ON THE VULNERABILITIES THAT ARE
MORE EXPLOITABLE

SET RISK BASE TARGET AND ACT ON THE
VULNERABILITIES TO REACH THE TARGET

AUTOMATE THE OPENING OF TICKET,
MEASURE MEAN TIME TO RESOLUTION



3 stages Of appsec P

Where things are How important they are What to do about them
r DISCOVER PRIORITIZE ASSESS & ACT
DISCOVER 9 PROBABILITY OF WHAT NEEDS TO BE FIXED
VULNERABILITIES EXPLOITATION FIXED FIRST
o AGGREGATE ASSETS 0 PROBABILITY FROM > INSIGHT FOR TARCTICAL
CONTEXT TARCTICAL ACTIONS
9 DETERMINE o BUSINESS RISK } AUTOMATE TRIAGE &
CRITICALITY BUSINESS IMPACT ACTIONS

_ i

AUTOMATE

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



LEVEL

MO

M1

M2

M3

M4

M5

No Scan
No Detection
No Pentest

Policy for Detection and
scan Regular Pentest
No SCA/ Library detection

Policy Regular Pen-test
Ad-how Static analysis SAST
Peer review

Policy Regular Pentest
Automated Static analysis
Automated SCA Peer review
Vulnerability (0/S) Cloud
assessment

Policy Regular Pentest
Automated Static analysis
Automated SCA DAST WEB/
API Peer review Vulnerability
(O/S) Container Scan Cloud
assessment

Policy Automated Pentest
Static analysis SCA DAST
WEB/ API Container Scan
Peer review Vulnerability (Of
S) Cloud assessment

y

No Aggregation

Aggregate Vulnerabilities

Aggregate vulnerabilities
Aggregation of Assets

Aggregate vulnerabilities
Aggregation of Assets Asset
contextualization (business)

Aggregate vulnerabilities
Aggregation of Assets Asset
contextualization (business)
Contextual Location of
assets Track the users [
team operating on assets

Aggregate vulnerabilities
Aggregation of Assets Self
declared Asset
contextualization (business)
Self declared Contextual
Location of assets/ Tag
based Track the users [ team
operating on assets Track
new assets automatically

No Prioritization

Prioritization based on
vulnerability severity

Prioritization based on SLA
(severity)

Prioritization based on Risk
SLA Prioritization based on
Cyber threat intelligence and
risk

Prioritization with Risk SLA
Prioritization based on Cyber
threat intel Prioritization
based on business
contextual information

Prioritization with RISK SLA,
Prioritization based on TEAM
OKR Prioritization based on
Cyber threat intel,
Prioritization based on
business contextual
information,

No action, ad-hoc reaction

Regular review of
vulnerability actions

Regular Review of
vulnerability actions Regular
Burn down of Vulnerabilities
by SLA

Regular review of Backlog
Regular Burn down of top
vulnerabilities in the backlog

Regular review of Backlog
Regular Burn down of top
vulnerabilities in the backlog
Reporting to Business line
based on Risk level, MTTR
Feedback loop to dev on
what to fix first.

Regular review of Backlog
Regular Burn down of top
vulnerabilities in the backlog
Reporting to Business line
based on Risk level, MTTR,
Burn-down rate Insights and
strategic action based on
the vulnerability observed
Feedback loop to dev on
what to fix first.

No measurement
No tracking

Number of vulnerabilities

Number of vulnerabilities
SLA per criticality

SLA per criticality
SLA Risk based

Mean time to resolution
Security balance
SLA Risk based

False positive/exception rate

Mean time to resolution
Users stories vs security
Security backlog burndown
SLA Risk based

False positive/Exception rate
Technology Insights

Security OKR



LEVEL

DE0OMM
MAPPING

SAMM V2
MAPPING

MO

M1

M2

M3

DETECTION

TEST & VERIFICATION

SECURITY TESTING

Mo Scan
Mo Detection
Mo Pentest

Policy mandating scanning
requirements / Secure SDLC
Regular Pentest [ External
Scan

No SCA[ Library detection

Policy mandating scanning
requirements [ Secure SDLC
Regular Pen-test [ External
Scan

Ad-how Static analysis
Infra Vulnerability - L1 {QfS -
Endpoint, Installed Apps)
SAST - Static Code Analysis
or SCA

Policy mandating scanning
requirements [ Secure SDLC
Regular Pen-test | External
Scan

Automated Static code
analysis

Infra Vulnerability - L2
{Image Scanning, O/S -
Servers, O/S - Endpaoint,
Installed Apps, Network
Scanning)

Automated Library
assessment / 055- SCA
Code Peer review

)

AGGREGATION/
DEDUPLICATION

TRIAGE

DEFECT MANAGEMENT

Mo Aggregation

Aggregate Vulnerabilities in
entral place

Aggregate vulnerabilities per
business application
Aggregation of Assets
Deduplication - LD - Manual

Aggregate vulnerabilities per
business application
Aggregation of Assets

Asset contextualization
(business)

Deduplication L1 -
Automated - (Assets Dedup,
CVE Dedup)

TRIAGE

DEFECT MAMAGEMENT

Mo Prioritization

Prioritization based on
vulnerability severity

Priaritization based on
vulnerability severity
Priaritization based on SLA
(severity)

Prioritization based on
vulnerability severity
Priaritization based on Risk/
Risk Based SLA

Priaritization based on Cyber
threat intelligence

CULTURE & ORG

DEFECT MANAGEMENT

Mo action, ad-hoc reaction

Fix based on severity

Fix based on severity
Triage & Assess

Fix based on Risk/ SLA
Triage & Assess |

Exception management - L1

(False Positives)

MONITORING

MEASURE & IMPROVE STREAM B

Mo measurement

Mo tracking

Number of vulnerabilities

Mumber of vulnerabilities
SLA per criticality

Mumber of vulnerabilities
SLA per criticality

[

OWASP 2024
GLOBAL
/ AppSec

-




LEVEL DETECTION

DSOMM

MAPPING TEST & VERIFICATION
SAMM V2
MAPPING SECURITY TESTING

Policy mandating scanning
requirements / Secure SDLC
Bug Bounty/ Pentest
Automated Static analysis
Automated SCA
Automate TEST WEB/ DAST
API Assessment

M4 Code Peer review
Infra Vulnerability - L3
(Image Scanning, O/S -
Servers, OfS - Endpoint,
Installed Apps, Network
Scanning)
Container Scan
Cloud assessment/ laC

Paolicy mandating scanning

requirements / Secure SDLC

Automated Pentest

Bug Bounty/Pentest

Automated Static Analysis

Automated SCA

Automated DAST WEB/

Automated API

Container Scan [ Preflight
M5 Container Build

Code Peer review

Infra Vulnerability - L3

(Image Scanning, O/S -

Servers, OfS - Endpoint,

Installed Apps, Network

Scanning)

Cloud assessment/

Automated laC

> AGGREGATION/

DEDUPLICATION

TRIAGE

DEFECT MANAGEMENT

Aggregate vulnerabilities per
business application
Aggregation of Assets
Asset contextualization
(business)

Contextual Location of
assets

Deduplication L2-
Automated - (Assets Dedup,
CVE Dedup, Contextual
Deduplication)

Track the users [ team
operating on assets

Aggregate vulnerabilities
Aggregation of Assets
Deduplication L3 - (Assets
Dedup, CVE Dedup,
Automated Function SCA-
SAST, Contextual
Deduplication)

Self Declared Asset/
Centralization of assets
declaration
Contextualization (business)
with Business Impact

Self Declared Contextual
Location of assets/ Tag
based

Track the users [ team
operating on assets

Track new assets
automatically

TRIAGE

DEFECT MANAGEMENT

Prioritization based on
vulnerability severity
Prioritization with Risk/ Risk
based SLA

Prioritization based on Cyber
threat intel

Priaritization based on
business contextual
infarmation

Priaritization based on
vulnerability severity
Prioritization with RISK/ Risk
based SLA,

Prioritization based on TEAM
OKR

Prioritization based on Cyber
threat intel,

Prioritization based on
Contextual information
Prioritization based on
business contextual
information,

CULTURE & ORG

DEFECT MANAGEMENT

Fix based on Riskf SLA
Triage & Assess |

Triage & Schedule (sprint
planning) - Backlog
management

Exception management - L2
{Mitigation controls, False
Positives)

Fix based on Risk/ SLA
Triage & Assess |

Triage & Schedule (sprint
planning) - Backlog
management

Exception management - L3
(Mitigation controls, False
Positives, Risk Acceptance)

© Phoenix Secturity 2024
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MONITORING

MEASURE & IMPROVE STREAM B

SLA per criticality

SLA Risk based

Mean time to resolution
Security balance

False Positive/Exception rate
Security insights

Mean time to resolution/
MTTR

Users Stories vs Security
Security backlog burn-down
SLA Risk based ,

False Positive/Exception rate
Technology Insights
Security OKR

Security Insights

Build vs Fix stories
Localised insights (per
business application)




" Detection Maturity Model

LEVEL

MO M1

DETECTION

Policy mandating
scanning
requirements /
Secure SDLC

Regular Pentest /
External Scan

No SCA/ Library
detection

DEDUPLICATION

M2

Policy mandating
scanning requirements /
Secure SDLC

Regular Pen-test /
External Scan

Ad-how Static analysis
Infra Vulnerability - L1
(O/S - Endpoint,
Installed Apps)

SAST - Static Code
Analysis or SCA

AGGREGATION/ >

M3

Policy mandating scanning
requirements / Secure
SDLC

Regular Pen-test / External
Scan

Automated Static code
analysis Infra Vulnerability
- L2 (Image Scanning, O/S
- Servers, O/S - Endpoint,
Installed Apps, Network
Scanning)

Automated Library
assessment / OSS- SCA
Code Peer review

OWASP 2024
GLOBAL
/ AppSec

MEASUREMENT ‘

M4

* Policy mandating scanning
requirements / Secure
SDLC Bug Bounty/ Pentest

+ Automated Static analysis
Automated SCA

* Automate TEST WEB/
DAST API

* Assessment Code Peer
review Infra

* Vulnerability - L3 (Image
Scanning, O/S —

» Servers, O/S - Endpoint,
Installed Apps, Network
Scanning)

+ Container Scan Cloud
assessment/ l1aC

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST

© Phoenix Secturity 2024

M5

Policy mandating scanning
requirements / Secure SDLC
Automated Pentest

Bug Bounty/Pentest
Automated Static Analysis
Automated SCA

Automated DAST WEB/
Automated API

Container Scan / Pre-flight
Container Build Code Peer

review Infra Vulnerability - L3
(Image Scanning, O/S -
Servers, O/S - Endpoint,
Installed Apps, Network
Scanning) Cloud assessment/
Automated laC




SAN SEPT 23-27

No measurement
No tracking

Fix only Critical Risk
Fix rate

Management Statistics/
Mean time to Resolution
From Vulnerability to
remediation (mean time to
Fix)

Integration of vulnerability
Issue into development
processes

Fix Contextualize (Critical -
Medium) Vulnerability
Management System Fix
rate per repo/ product

* Fix by contextual risk
(Critical - Medium)

* Reproducible Defects

* Advanced visualization of
defect?

* Fix rate per repo/ product

* Fix rate per team

» False positive rate

© Phoenix Secturity 2024
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' Metrics u
Pl ocrecrion > AcoRecATION/ MEASUREMENT
MO M1 M2 M3 M4 M5
Number of vulnerabilities «  SLA per criticality . Like M3 Like M4
* Number of (appsec or infra vuln * SLARisk based e Plus:
vulnerabilities/ Vulnerability Debt (number :
o management . . False Positive/Excenti Mean time to
Vulnerability SLA pger vulngrability of f|x(;as vsd)number of vuln raziese ostiverExXeepton resolution/MTTR
i ] o g Introduce L U Stori S it
Severity severity (aka criticality) .  From Ticket to Patch * Security insights Szgﬁityones Vs securtty

backlog burndown
Vulnerability Debt (number
of fixes vs number of vuln
introduced)

SLARisk based ,

False Positive/Exception
rate

Technology Insights
Security OKR

Security Insights
Localized insights (per
business application)




LEVEL DETECTION / TESTING > AGGREGATION
2oz Ly TEST & VERIFICATION TRIAGE TRIAGE TRIAGE
MAPPING CULTURE & ORG MONITORING
i SECURITY TESTING DEFECT MAMAGEMENT DEFECT MANAGEMENT DEFECT MAMAGEMEMNT DEFECT MANAGEMENT MEASURE & IMPROVE STREAM B
» No Scan « No Aggregation + Mo Prigritization « Fix random = Mo Action « Mo measurement
MO « No Detection Mo tracking
+ No Pantest
+ Policy mandating scanning + Aggregate Vulnerabilities in + Pricritization based on + Fix based on saverity + Reactive and Regular + Mumber of vulnerabilities/
M1 requiremeants / Secure SDLC entral place vulnerability severity review of vulnerability WVulnerability Severity
« Regular Pentest [ External Scan actions
« Mo SCA/ Library detaction
» Policy mandating scanning « Aggregate vulnerabilities per business + Pricritization based on vulnerability « Fix based on severity + Regular Review of vulnerability actions » Mumber of vulnerabilities
requirements | Secure SDLC application severity « Triage & Assess + Ragular Burn down of Vulnerabilities = SLA per criticality
« Regular Pen-test / External Scan « Aggregation of Assets + Prioritization based on SLA {severity} by SLA
M2 + Ad-how Static analysis » Deduplication - LO - Manual
+ Infra Vulnerability = L1 {QfS = Endpeint,
Installed Apps)
» SAST - Static Code Analysis ar SCA
+ Policy mandating scanning » Aggregate vulnerabilities per businass + Prigritization based on vulnerability » Fix based on Riskf SLA + Ragular review of Backlog » SLA per criticality
requirements | Secure SDLC application severity « Triage & Assess [ Exception « Regular Burn down of top » 5LA Risk based
« Regular Pen-test / External Scan + Aggregation of Assets + Prioritization based on Risk/ Risk management - L1 {False Positives) wilnerabilities in the backlag
= Automated Static code analysis = Asset contextualization (business) Based S5LA
+ Infra Wulnerability = L2 {Image « Deduplication L1 - Automated - + Prioritization based on Cyber threat
M3 Scanning, 0/S - Servers, O/5 - [Assets Dadup, CVE Dedup) intelligence
Endpaoint, Installed Apps, Network
Scanmning)
» Automated Library assessment |/ O55-
SCA
+ Code Peer review
+ Policy mandating scanning « Aggregate vulnerabilities per business + Prioritization based on vulnerability « Fix based on Risk/ SLA s Regular review of Backlog « SLA per criticality
requirements | Secure SDLC application severity » Triage & Assess | Triage & Schedule + Regular Burn down of top * SLA Risk based
« Bug Bounty/ Pentest « Aggregation of Assets + Prioritization with Risk/ Risk based [sprint planning) - Backlog vulnerabilities in the backlog « Mean time to resolution
+ Automated Static analysis + Asset contextualization (business) 5LA managemeant « Reporting to Business line based on + Security balanceFalse Positive/
» Automated SCA « Contextual Location of assets + Prigritization based on Cyber threat « Exception management - L2 Risk lavel, Exception rateSecurity insights
intel

-

*

*

Automate TEST WEB/ DAST

APl Assessment

Caode Peer review

Infra Vulnerabllity - L3 (Image
Scanning, OfS - Servers, O/5 -
Endpoint, Installed Apps, Network
Scanning)

Container Scan

Cloud assessment) laC

Policy mandating scanning

T W (. W1

Deduplication L2- Automated -
(Assets Dadup, CVE Dedup,
Contextual Deduplication)

Track the users [ team operating on
assets

®

Aggregate vulnerabilities Aggregation

L T I N R R I T, TR JF NS T

-

-

Prigritization based on business
contextual information

Prioritization based on vulnerability

[T T

{Mitigation controls, False Positives)

« Fix based on Risk! SLA

B SN T T N T S TR T

Feedback loop to dev on what to fix
first.

Systemic Changes based on Security
insights

Regular review of Backlog

B W T S PR S

+ Mean time to resclution/MTTR

B T T . T



OWASP 2024

DETECTION / TESTING > AGGREGATION G l_ O B A |_
AppSec
DSOMM ™
TEST & VERIFICATION TRIAGE TRIAGE TRIAGE CULTURE & ORG MONITORING
SAMMVS SECURITY TESTING DEFECT MANAGEMENT DEFECT MANAGEMENT DEFECT MANAGEMENT DEFECT MANAGEMENT MEASURE & IMPROVE STREAM B
+ Policy mandating scanning + Aggregate Vulnerabilities in + Prioritization based on + Fix based on severity + Reactive and Regular + Mumber of vulnerabilities/
M1 requirements | Secure SDLC entral place vulnerability severity review of vulnerability Vulnerability Severity
= Regular Pentest [ External Scan actions
= Mo SCA/ Library detection
+ Policy mandating scanning + Aggragate vulnerabilities per business + Prioritization based on vulnerability + Fix based on severity + Regular Review of vulnerability actions + Murmnber of vulnerabilities
requirements / Secure SDLC application severity = Triage & Assess + Regular Burn down of Vulnerabilities = SLA per criticality
= Regular Pen-test | External Scan « Aggregation of Assets « Prioritization based on SLA (severity) by SLA
M2 + Ad-how Static analysis + Deduplication - LO - Manual
= Infra Vulnerability = L1 {0fS - Endpoint,
Installed Apps)
= SAST - Static Code Analysis or SCA
+ Policy mandating scanning + Aggregate vulnerabilities per business + Prigritization based on vulnerability + Fix based on Risk/ SLA + Regular review of Backlog + SLA per criticality
requirements | Secure SDLC application severity « Triage & Assess [ Exception + Regular Burn down of top « 5LA Risk based
« Regular Pen-test | External Scan « Aggragation of Assets «» Prioritization based on Risk/ Risk management - L1 {False Positives) vulnerabilities in tha backlog
= Automated Static code analysis « Azset contextualization (business) Based SLA
« Infra Vulnerability - L2 {Image « Deduplication L1 - Automated - « Pricritization based on Cyber threat
M3 Seanning, OfS - Servers, 0/S - (Assets Dedup, CVE Dedup) intelligance
Endpaint, Installed Apps, Metwork
Scanning)
= Automated Library assessment / 055~
SCA
« Code Peer review
= Policy mandating scanning « Aggregate vulnerabilities per business = Pricritization based on vulnerability + Fix based on Risk/ SLA + Regular review of Backlog « SLA per criticality
requiremants / Secura SDLC application saverity « Triage & Assess [ Triage & Schedule + Regular Burn down of top = SLA Risk based
+ Bug Bounty/ Pentest + Aggregation of Assets + Prioritization with Risk/ Risk based (sprint planning) - Backlog vulnerabilities in the backlog = Mean time to resclution
= Automated Static analysis » Asset contextualization (business) SLA management « Reporting to Business line based on » Security balanceFalse Positive/
= Automated SCA = Contextual Location of assets = Pricritization based on Cyber threat = Exception management - L2 Risk lavel, Exception rateSecurity insights
+ Automate TEST WEB/ DAST + Deduplication L2- Automated - intel (Mitigation controls, False Positives) + Feedback loop te dev on what to fix
M4 » APl Assassment (Assets Dedup, CVE Dedup, » Prigritization based on business first.

Code Peer review

Infra Vulnerabllity - L3 (Image
Scanning, OfS - Servers, OS5 -
Endpoint, Installed Apps, Network
Scanning)

Caontainer Scan

Cloud assessment/ laC

Policy mandating scanning
requirements | Secure SOLC
Automated Pentest

Bug Bounty/Pentest

Automated Static Analysis Automated
SCA

Automated DAST WEB/ Automated API
Caontainer Scan / Preflight Container
Build

Code Peer review

Infra Wulnerability - L3 {Image
Scanning, OfS - Servers, OfS -
Endpaint, Installed Apps, Network
Scanning)

Cloud assessment) Automated laC

Contextual Deduplication)
Track the users |/ team operating on
assets

Aggregate vulnerabilities Aggregation
of Assats Deduplication L3 - (Assets
Dedup, CVE Dedup, Automated
Fumction SCA-SAST, Contextual
Deduplication)

« Self Declared Asset! Centralization of
assets declaration

Contextualization (business) with
Business Impact

Self Declared Contextual Laocation of
assets/ Tag based

+ Track the users | team operating on
assets

Track new assets automatically

contextual information

« Pricritization based on vulnerability
savarity

= Pricritization with RISK/ Risk based
SLA,

» Prigritization based on TEAM QKR

« Pricritization based on Cyber threat
intel,

= Prigritization based on Contextual
information

« Prigritization based on business
contextual information,

« Fix based on Risk( SLA

+ Triage & Assess | Triage & Schedule
{sprint planning) - Backlog
management

= Exception management - L3
{Mitigation controls, False Positives,
Risk Acceptance)

-

-

Systemic Changes based on Security
insights

Regular review of Backlog

Regular Burn down of top
vulnerabilities in the backlog Reporting
te Business line based on Risk level,
Burmn-down rate

Insights and strategic action based on
the vulnerability observed Feedback
loop to dev on what to fix
first.Systemic Changes based on
Security insights

Mean time to resolution/MTTR
Users Stories vs Security
Security backlog bumdown
SLA Risk based False Positive/
Exception rate

Technology Insights

Security OKR

Security Insights

Build vs Fix stories

= Localized insights (per business
application)




Metrics at
different levels




Reporting KPI

- Scorecards
- Risk Level
- Fix time/ Build time
- Regulation impact
Organizational -inancial Impact
KPI

- Application/ Service Risk
- Trendline, Fixing vs building
Business/ Team - Critical alerts, SLA breach

KPI
- Vulnerability trending by categories
, . - Vulnerability categories trending

Technology/Security/Engineering ~ Ticket open/Closed (MTTR, MTTO)
- Most critical vulnerability, assetsg)

FIIUENIX Deculily | Webinars




Phoenix Security | WEBINARS

Prioritization is s0 90....

&

Where you should be focusing

%ixing

Stuff vulnerabilities

That Needs Based on
Actual Exploitation Fixing :
contextual risk

+ Severity

False Low

: Positives Priority
Severity Based

CVSS/Sev from security tools

1 | Direct Output from tools

SAST SCA DAST Pentest

Patching SN ENMES Cloud

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



SECURITY INFRA SCAN

X
@
N

<

MANUAL/SL
oW

AUTOMATED
PREDICTABLE
SECURITY WORK
WORK

SAST - DAST WEB DAST PENTEST RED TEAM APPSEC

_ CONTAINER IMG Jul CLOUD MISCONFIG INFRA/ENVIRONMENT
Aggregate
Prioritize
Deduplicate
Contextualize
Triage
Assess/Mitigate/ risk acceptance

high quality tickets

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
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CONTEXTUALIZE, PRIORITIZE &
ACT ON RISK
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Phoenix Security Unify ASPM & GSPM for a contextual approach
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New Features

Phoenix Security Unveils
Groundbreaking Actionable ASPM
with Real-time Contextual

4D Risk Formula

CRITICALITY
CRITICALITY

/ AppSec

-

OWASP 2024
GLOBAL

WPHOENIX QPHOENIX
SECURITY SECURITY
Phoenix Security Introduces

Al-Driven Vulnerability Remediation
Campaigns for Enhanced ASPM

Phoenix Security Launches World's First
Risk-Based Actionable Asset
Aggregation Feature:
RISK MAGNITUDE

AUTOMATED ASSET ‘

Dynamic Asset Automated
AGGREGATION ) Vulnerability Impact Issue

grouping Analysis Correlation

Campaign
Creation
105 Total Librarie!

Risk
Magnitude “Pr@yn

e e
r: @
o @
o @
o @
e e
o @
@

28K DEFINE THE HIGHEST RISK
I e

CONTEXTUAL VULNERABILITY
IDENTIFICATION

© Phoenix Secturity 2024



OWASP 2024
GLOBAL

/ AppSec

Upcoming New Features
P 9 ~g

3 PHOENIX
SECURITY

Phoenix Security Launches World's First Al Contextual Deduplication
{3 Al Based Contextual Deduplication Code to Cloud reduction

PHOENIX
SECURITY

Issue graph

Vulnerability Contextual of vulnerabilities

threat intelligence

Dynamic correlation
of threat intelligence

from code to cloud
Phoenix
Vulnerability
Intelligence

mp

© Phoenix Secturity 2024



Partnership

Threat Intelligence

PHOENIX SECURITY PARTNERS WITH VULNCHECK 9 @ (‘)gg&mg
FOR ADVANGCED THREAT INTELLIGENCE '
50 ©

Vg

Wk




4,/ PHOENIX
CURITY

LEAVE A REVIEW

TO WIN
AN AMAZON
GIFT CARD

Gartner
8l peerinsignts.

/ AppSec

-

OWASP 2024
GLOBAL

© Phoenix Secltiritv 2024 A
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Building resilient application and cloud security programs @5

Author Timo Pagel Kane OMO

: PHOENIX
W SECURITY
Francesco Cipollone DevSecOps Narrraway OSAGIEDE
CEO & Founder  (DSOMM) Security@  >ecurity

BUILDING RESILIENT Phoenix Security o Architect
APPLICATION AND CLOUD
SECURITY PROGRAMS

E.:#‘

Sam Moore  Anuprita Chintan
Vulnerability Patankar Gurjar
Management Product Vulnerability

@ Security @ Management
TMOBILE Ecommerce @M
Company
© Phoenix Secturity 2024 V.

Chris Hughes
CEO & Founder
ACQUIA




OWARSP 2024
GLOBAL

AppSec

Cyber Risk Defender Club

¥ . SPHOENIX
> SECURITY

CYBER RISK

Author Timo Pagel Kane oMo
Francesco Cipollone DevSecOps Narrraway OSAGIEDE
CEO & Founder (DSOMM) Security @ SeCt_lrlty
Phoenix Security CANVA Architect

S |

Chris Hughes Sam Moore  Anuprita Chintan
CEO & Founder Vulnerability Patankar Gurjar
ACQUIA Management Prod,.lct Vulnerability
@ Security @ Management

TMOBILE Ecommerce @M
Company
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CONTEXTUALIZE, PRIORITIZE &
ACT ON RISK




—
‘ LONDON

New Book on metrics that matters

3 PHOENIX
SECURITY

SLA ARE DEAD LONG LIVE
SLA DATA DRIVEN APPROACH
ON VULNERABILITIES

SLA are dead long live SLA - a white-paper
on vulnerabilities management and modern
DevSecOps for operational security and
software supply chain

B info@appsecphoenix.com 9 www.appsecphoenix.com Q, +442031953879

Copyright © 2024 Phoenix Security
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‘ LONDON

Where can you find more

We have whitepapers on vulnerability management prioritization

3 PHOENIX PHOE
SECURITY SECUR

VULNERABILITY MANAGEMENT

—-Z
Y

APPLICATION & CLOUD AT SCALE AND THE POWER
SECURITY PROGRAM OF CONTEXT BASED
PRIORITIZATION

Copyright © 2024 Phoenix Security



Cyber Security
& Cloud Podcast

By Francesco Cipollone #CSCP

www.cybercloudpodcast.com o @podcast cyber
w @FrankSEC42

www.cybercloudpodcast.corr

SECURITY


http://www.cybercloudpodcast.com/
https://twitter.com/FrankSEC42
https://twitter.com/FrankSEC42

OWASP 2024
GLOBAL
/ AppSec

Phoenix Security platform unifies risk across your entire attack N
surface T

Phoenix Security Insights Cyber Threat Intelligence

L — Application Security AppSec

ASSETS E

Unified Vulnerability

Phoenix Security Cloud
Management

Phoenix

c1so
VULNERABILITIES
SCANNING / ENRICHMENT DEDUPLICATION / PRIORITIZATION / I 0N / REMEDY
ENRICHMENT CONTEXTUALIZATION CTION/ /
APPSEC
DISCOVERY
APPSEC POSTURE MANAGEMENT @ CLOUD POSTURE MANAGEMENT @ VULNERABILITY MANAGEMENT
DEVSECOPS
PENTEST
THREAT GRC

INTELLIGENCE

CODE LIBRARY API WEBSITE croup croup cLoup CONTAINER APP ENDP SERVER
IAC MICONFIG WORKLOADS

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST

© Phoenix Secturity 2024



l GLOBAL
Po STU RE MANAG EM ENT eXtended Surface Posture Management (XSPM) / AppSec
e ASPM 0 Correlationof assetacross domains (library fromSCA
andcontainer) ‘
RBVM

ACROSS X SURFACES E(X)SPM - - = oo

Cloud Based

Teamperformance tracking/ Attribution/ Traceability Vulnerability Management

EXTENDED SURFACE POSTURE MANAGEMENT XSPM

Secure Runtime, Application

in one view empowering business to make risk based decision actionable from engineers / developers

ASPM Application Posture EASM External Attack Surface Risk Based Vulnerahility CSPM doud Seaurity Posture
management Management Management Management
Prioritize fixable cloud retive apdication/ sanningand Sanyaur exterral attack surfaceandcarrelate with . P o Prioritizeintemal vulnerability in the doudand aeate
p|d o = v . Marece internal winerahility with risk basedpricritization ) k4
recheability intemal surface intemal/external attack suface
L Aggregation of multiple assets dasses Ll Correlation and contextualisation of internal and ' L . . I » i
Prioritize vulnerability using threat intelligence Traceability of applicaitonto cloud deployment
L] Deduplicate/ Correlate/Prioritize assets and extemal
vulnerabilities L] Threat intelligence and prioritization of the ¥ Aggregate asset dasses and extractinsight across I Conceptual segmentation of production
[ Attribution of team to code vulnerabilities multiple sources [
. . - ) . Correlate Container and cloud pre-post flight
[ Traceability of application tocloud L] Correlation with application/deployemnt i Dedupliacte, Correlate, cross domains
[ Prioritization based on deployment L] Correlation with application i Attribution and Application treceability B Transferinsight cross domain (e.g. recheability of an
application
Identify what's fixable basedon the deployment of |dentify what's important towork Trace appliationon prem-cloud
deployment of the application onfromautsidein and cordate threat inel Trace applicationon doudkdoud

and cordate threat inel

© Phoenix Secturity 2024



%}APPSEC Phoenix Security ‘{ig
¥ PHOENIX ®

Removing Manual work to automate, scale

effectively security teams

Mg APPSEC

7X
CHEAPER

DESCRIPTION TIME

$2,983.00 24h $376.00 2h

Export of report/ Vulnerabilities $56.00 30 min 0 min
Notification to Security professional $3800 20 min 0 min
Analysis of reports by DevSecOps $600.00 320 min 15 min
Perform Vulnerability Assessment $375.00 200 min 15 min
Contact the business owner and assess $375.00 200 min 0 min
the importance of the application
Research exploitability from different $375.00 200 min 30 min
databases & Calculate Vulnerability Matrix T
Select subset vulnerabilities to execute $338.00  180min 0 min
across platforms
DevSecOps Follow-up with developers on schedule $713.00 180 min 30 min
*DevSecOps average daily rate 5008, ::? re150Iut|on OL\;";LTE?:::S'
Dev average daily rate  300$ i ¥ o
Monitoring resolution of vulnerabilities $113.00 60 min 10 min

& follow up on targets with DevOps Teams



Market
Landscape




ONE PER VULNERABILITY MULTIPLE PER VULNERABILITY

CVSS SCORE
EPLOITABILITY METRICS 4 EPLOITABILITY (5) - ATTACK REQUIREMENTS MORE GRANULAR
BASE METRICS
IMPACT METRICS WIDER ATTACK METRIC
USER INTERACTION (2) USER INTERACTION (3) INTRODUCTION OF PASSIVE
OTHER METRICS ENVIRONMENTAL, TEMPORAL ENVIRONMENTAL, TEMPORAL, MORE CUSTOMISATION
THREAT METRIC TEMPORAL (3) THREAT - NEW EPXLOIT MATURITY METRIC
CVSS V40 vs 3.1
NI R ENVIRONMENTAL GROUP MODIFIED CASE METRICS (11)
METRICS ENVIRONMENTAL METRICS (8) ENVIRONMENTAL METRICS (8)
CHAIN OF ATTACKS N/A SUBSEQUENT SYSTEM
LOCALITY/LOCATION  N/A N/A
CONTEXT
BUSINESS BASIC - CIA (3) BASIC - CIA (3)
CRITICALITY

CUSTOMISATION LIMITED ADVANCED



Common Vulnerability Scoring System v3.1

4 )

Base Metric Group

Exploitability
metrics

(oo ) (S )
) (g
@ Privileges ) ( vailability
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Phoenix security unifies risk across all your attack surface, prioritize. =~ &
vulnerabilities from code to cloud

e Phoenix Security Insights Cyber Threat Intelligence
Application Security AppSec ) ) Unified Vulnerability
) Phoenix Security Cloud
Phoenix Management

ASSETS
CISO
VULNERABILITIES
AGGREGATION / DISCOVERY SCANNING / ENRICHMENT DEDUPLICATION / PRIORITIZATION / ) ACTION / EXCEPTION / REMEDY
/ ENRICHMENT CONTEXTUALIZATION f‘"l / /
APPSEC
DISCOVERY
DEVSECOPS
PENTEST
THREAT GRC

INTELLIGENCE

m BB &L = 5 B B
e ==
CODE LIBRARY API WEBSITE cLoup cLoup CONTAINER APP ENDP SERVER
MICONFIG WORKLOADS
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Full asset Lifecycle 1.5 — Moving into Engines with
Customization from users

Ingestion Discovery Deduplication Vuln Assessment Threat Enrichment Risk/Prioritization Selection
|\ |\ l l |\ |\
Security Remediate/Rescan
Scanners
Assets, Assets, Assets, Asset, Vuln Prioritzed Assets Vuln/Asset
Vuln | Vuln Vuln | Vuln Risk Prioritized Actions | Excpetions
Report \ L
Native Super assets Selected Vulns
cloud Enriched assets Risk Targets
Pentest

Discovery Engine

Raw Assets

DNS Cert Auth Repo

Ext Surface

Dedup Engine Vuln Verify/ Assess

New Vulns

Financial Loss

CONTEXTUALIZE PRIORITIZE |

Digital Supply Chain / Exposure

Phoenix Security | WEBINARS
Email Alert Report
icket PR FIX
Exception ACT

Agmentation Selection

SBOM

Vuln Remediation

Risk Customization

Asset Managment

ACT ON RISK THAT MATTERS MOST

Selection Engine Exception engine

SLA engine



Phoenix Sect

Alert Engine

Email Alert Report

. . |
\ Ticket = Alert | PR

| FIX

VULN THREAT RISK/

SELECTION

Ingestion
8 DISCORS DEDUFEIC I ASSESSMENT ENRICHMENT PRIORITIZATION
Security Remediate/Rescan
Scanners
Assets, Assets, Assets, Asset, Vuln Prioritzed Assets Vuln/Asset Vuln Remediation
Vuln Vuln | Vuln Vuln Risk Prioritized Actions | Excpetions
Report |
Native Super assets Selected Vulns
cloud | Enriched assets Risk Targets
Pentest
Discovery Engine Dedup Engine Vuln Verify/ Assess Augmentation Selection Risk Customization Selection Engine Exception engine
|
Raw Assets New Vulns SLA engine
DNS Cert Auth Repo Ext Surface Financial Loss Digital Supply Chain / Exposure SBOM Asset Managment
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Roadmap of development from now to full asset lifecycle

Active
Discovery

CMDB

Security
Scanners

Vuln

|_ Report |
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|Network‘ Cloud |
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Phoenix Security
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Financial Loss
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Digital Supply Chain / Exposure

E som
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| WEBINARS
Email Alert Report
| | |
Ticket Alert PR FIX
| [ |
ACT >
Findings

API now

CICD plan

CTl
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Triage is complex .

_
Alert
Triaging Vulnerabilities How is going R S—
@ | Remediation &
Documentation
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ldentify Issue Online Offline 4
¢ O :
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Fy'y _
No ( ? ) Trai
Noi ge
Yes Ask Team l
@ o T » Traige/Change fix ——————»| Fix Creation —> ??j‘:tegr::g':
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. >
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repository/asset “:'.’ E | Known Fix ‘T‘ Impact
- k: Mo z " Duplicate
ES Asset Managment 3 i ]
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x Mantainer File 8§ v l handle
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w — Risk Acceptance Backlog .
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A 5 — —
Contextual risk / 5 5| & o
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O 6| E 4 £ E
what's the impact E - a ©
Root Cause analysis o T E (=
! Backlog
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Triage — Linear ?

Open Source New Repo/
Approved Libraries
Net\)/\é;ode Eval of 3™

. & Party

Pipeline of ‘new’

Open Source Approved
Approved Libraries/Repo
Code YOU rdApproved

3" party Black
Own
Box

—
9]
>
©
-l
c
o
e
©
E
o
+—
>
<
>
o
<

Phoenix Security | WEBINARS

Risk Assess/Prioritize

SAST

Library
IAST
DAST
MAST
Prod
DEV

Build vs Fix
Net Location
Code Fix
Lib Upgrade
Patching
NEW Code
NEW Lib
Applied
Patches

Vuln Trending
Risk
False Positives
Impact
Exploitability

Aggregation Layer

Resolution

Scanning Vuln

Visualizing Vuln Triaging Vuln Remediation P
[ 4
o
‘. ®q - . @ -«

Refine/Enrich
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SDLC Flow
Stage




PLAN

* STORY POINT PER VULNERABILITY

* NUMBER OF VULNERABILITIES TO RESOLVE
* NEW SECURITY UNIT TEST

* MEAN TIME TO RESOLUTION TO MAINTAIN
* HOW MANY VULNERABILITIES TO THE GOAL

Phoenix Security | Webinars

N



CODE

SCANNING CODE WITH ISSUE IN IDE

COMMON ISSUE ACROSS MULTIPLE CODE BASES
HIGH/MEDIUM RISK ELEMENTS
VULNERABILITIES IN / OUT OF SLA

SECURITY STORIES

Phoenix Security | Webinars

N



BUILD

* |AST/DAST FOR CODE BUILT

* LIBRARIES AND DEPENDENCY VULNERABILITIES
* SECURITY STORIES HIT/MISSED

* RISKITEMS (TOP/LOW)

* ITEMS IN/OUT SLA

Phoenix Security | Webinars *



TEST

« DAST OUTPUT/ IAST OUTPUT
* SECURITY TESTING/ FIXES
* BACKLOG OF SECURITY ITEMS

Phoenix Security | Webinars *



RELEASE

* AGREEING WHAT IS OK TO RELEASE (CRITICALITY)
* BREAK POINT - RELEASE OR NOT WITH VULNERABILITIES

* LICENCE TO DEPLOY

* MEAN TIME TO RESOLUTION DECISION
Phoenix Security | Webinars *



DEPLOY

* BREAK/DEPLOY GATE - WHAT CAN PROGRESS
* LICENCE TO DEPLOY/ DEPLOYMENT WAIVERS
* VULNERABILITY RULES
* PRODUCTION CHECKS

Phoenix Security | Webinars *



Phoenix Security | Webinars

OPERATE - MONITOR (PROD)

CLOUD VULNERABILITIES
INFRASTRUCTURE VULNERABILITIES
CONTAINER VULNERABILITIES

O/S VULNERABILITIES
VULNERABILITIES WITHIN SLA

NEW VULNERABILITIES INTRODUCED
MEAN TIME TO RESOLUTION

N




MONITOR

CLOUD VULNERABILITIES
INFRASTRUCTURE VULNERABILITIES
CONTAINER VULNERABILITIES

O/S VULNERABILITIES
VULNERABILITIES WITHIN SLA

NEW VULNERABILITIES INTRODUCED
MEAN TIME TO RESOLUTION

BUILD VS FIX

Phoenix Security | Webinars

N



Asset Lifecycle

Ingestion APl CMDB

CMDB Discovery

Scanner

Raw

Vuln Asset
Report -

AP

Mative
cloud

DNS

Cert Auth

Security
Scanners

Vuln
Report

Yuln Assessment

Asset+
» Yuln

Phoenix Security | INVESTOR PITCH DECK *

CTi EPSS Exploitability
Probability of Exploitation Risk Locality
Native Prob of
CMDEB integration CV55 Exploit. Impact Ticket Alert
Enrichment Risk/Prioritization Risk/Manage/Triage/ACT
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Evolution of Software, Shfit Left vs Shift Right

Software Development
Lifecycle (SDLC)

Maintain

sbLc

Deploy

'l

i
/ \

Agile
Development
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Lifecycle




SCOPE, DISCOVER, AGGREGATE

AGGREGATE ALL THE DATA AND SET
BASIC MEASUREMENT

AGGREGATE
DEDUPLICATE
CORRELATE

| <«
? BUSF?ESS

METADATA
& OWNERSHIP

DISCOVER ASSET POSTURE

SEGMENT THE ASSET BY BUSINESS AND
ADD OWNERSHIP



PRIORITIZE

PRIORITIZE BASED ON THREAT INTEL
(EPSS)

PRIORITIZE BASED ON CONTEXTUAL AND
ASSET LOCATION

¥ BUSINESS |
_ METADATA

:& OWNERSHIP

" PRIORITIZE,

"/ CONTEXTUALISE
THREAT INTEL

PRIORITISE BASED ON BUSINESS
CRITICALITY AND IMPACT



ACT

ACT ON MOST
IMPORTANT RISK

ASSESS (”

SET TARGET

ACT ON THE VULNERABILITIES THAT ARE
MORE EXPLOITABLE

SET RISK BASE TARGET AND ACT ON THE
VULNERABILITIES TO REACH THE TARGET

AUTOMATE THE OPENING OF TICKET,
MEASURE MEAN TIME TO RESOLUTION



Not all the critical
are critical

Not all the source
are good sources
EXPLOITABILITY
ANANLYSIS




RESEARGH TOP 25

Top 10 Vulnerabilities by Popularity:

1. Microsoft
2. Oracle

Debian

Apache

Google

NetApp

. Redhat
8. Apple

9. Fedoraproject
10. Atlassian

Top 10 Vulnerabilities by Criticality: =~ Top 10 by Weighted Average EPSS:

N oo

1.0racle 1. Oracle
2.Apache 2. Microsoft
3.Debian 3. Apache
4. Microsoft 4. Debian
5.Fedoraproject 5. Redhat
6.Google 6. Atlassian
1.Redhat 1. VMware
8.VMware 8. IS
9.NetApp 9. GNU
10.Zohocorp 10. NetApp

https://public.flourish.studio/visualisation/14643482/
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Exploitability in the wild

Github Exploits
NVD Exploits
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Most Used MITRE & ATACK Techniques

All

Phoenix Security
~  Number of vulnerabilities -

WEBINARS

All
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MOST USED ATTACK METHODS T

TOP EXPLOITS METHODS CISA KEV

3
FortiOSand FortiProxy. SSL'VPNcredential’exposure Nl
Exchange Server, v
ADSelfService Plus - /
’ - o —=
——— S’ /
O ‘ 84 < \ g

v’ P / S
/ s«urityieture Bypass
=

~ RCE/ Authentication Bypass
\

v 4 Mbhnde‘emcuﬁon
,

Improper,Privilege Managemgpt-
Missing Authentication Vulnerability NIl
Arbitrary File Reading Il Out-of-bounds Write
SSLVPN SMA100 Privilege Escalation @
Email Security. y SQUinjection il
HTTP Server Privilege Escalation Exploit Chain Wil
Server-Side Request Forgery
SMA'100 Series Appliances Server.Path Traversal
Logfj
Fortios
Collaboration Siiite
TTrch T Internet Communication Managen(lc_u)
Weo3 Spring Cloud

vt Zimbra Collaboration Suite
qmwsnss
QNAP,NAS

FortiOs, FortiProxy, rorﬁswmhna_
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