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Current Challenges
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SERVERS
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M ed

Total Number of CVEs: 
15 K (now 222 K+)

Few scanners / 
limited attack surface

Monolithic software 
deployed on premises

Context: In 2015 we had fewer security tools, digital 
software supply chain was simpler, and the attack surface 
was smaller, so finding fixes was trivial
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Total Number of CVEs 
Increasing exponentially:  
220 K (vs 6.7k in 2015) 
while team size has not 
increased

Multiple alerts all 
disconnected, multiple 
disjointed processes and 
reports

Larger software attack 
surface built by multiple 
teams releasing frequently

Context: Today it's becoming impossible to manually 
find which vulnerability to fix next … when 
vulnerabilities are getting exploited in 3 minutes
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THREAT INTELLIGENCE & CONTEXT

LIBRARIES
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Alert FATIGUE 
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** NVD/CVE 
STATISTICS

*** UK GOVERNMENT*FIRST / EPSS

6.7k
2015

5k
2005

1k
2000

220,538
2023

Vulnerability growth outpaces the ability of defender to react. 
Automation is the only solution

# CVE 
220,538 **

35%  YoY increase

Only 1-10%

o f these is actually
relevant *

Most Vulnerabilities 
are Critical - High (58%)**

Only 6%

S ecurity p eo ple bud g et 
(d own trending  
17%  ***)
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The Race to a Million vulnerabilities…not that far away
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Market – More code than ever, malicious code generator 
accelerate exploitation time to 3 minutes  

*https://arxiv.org/abs/2401.03315

3 Minutes**
**https://blog.cloudflare.com/application-security-report-2024-update/

State of Malicious underground LLM to develop malicious code*

GitHub CTO
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Who is attacking what and where

Reference https://www.mandiant.com/m-trends
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Vulnerability Exploits is on the raise

Reference DBR 23

By 2025 the line will cross



Bridging the gaps 
appsec and 

environment
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

Phoenix correlates, contextualizes and deduplicates by 
linking together assets using 4 dimensions

Attribution

Code 
Reachability

Lineage

Attribution

App Traceability

Cloud Reachability

• Attribution
• Lineage
• Traceability
• Code/Cloud 

Reachability

Docker /kube file R
un

ni
ng
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Scaling without an 
army 

Data Driven 
Approach
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Assets and Risk, what are your assets, where is your risk? 
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Business Context
Ownership, 
Criticality
Data, PII

Service
Website

API
Deployed Application

Application
SCA, Software, Libraries, SBOM

Dependencies, API, Website

Platform
Kubernets, Containers, VMs

Compute
Servers, OS, Processes, Storage

Cloud
Networks, Zones, Regions

Code - Application Security / ASPM + ENVIRONMENT- Rumtime



Line of 
communication
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Line of communication are blurred, and attribution is king
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Real Case Scenario : Deduplicating Contextually Code and 
Libraries 

BE AWARE BUT

IGNORE

FIX

Live RiskPre Live Risk

Where to fix
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Real Case Scenario : EPSS vs Static Reachability vs 
Runtime/Contextual Reachability

EPSS evidence 

vector

Contextual 

Reachability 
(runtime)
Evidence 

Vector

Static Reachability 

(code)
Evidence Vector

Controls

Network 

Reachability 
analysis and 
controls 

evidence/mitigations 

1

2

4

3

A

B
C
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PHOENIX BRINGS OUT THE 4TH DIMENSION OF RISK

Simple Probability
Internal/External
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

SHIFT LEFT (DevOps/DevSecOps)

• TESTING CODE AS EARLY AS POSSIBLE 
• INTEGRATING CI/CD CHECKS FOR CODE
• THREAT MODELLING, SECURITY BY DESIGN

• RISK BASED REPORTING
• BUSINESS IMPACT ASSESSMENT
• PRIORITISING, AGGREGATING, COORDINATING 

RESOLUTION

SHIFT UP (Business/GRC)SHIFT DOWN (Business/SecOps)

• AGREEING RISK BASED TARGETS/ APPETITE
• BUSINESS IMPACT ASSESSMENT
• TRANSLATING RISK BASED PROFILES INTO 

ACTIONS FOR DEVELOPERS

SHIFT RIGHT (Operation Security)

• O/S TESTING, IMAGE TESTING
• PEN-TESTING, BLACK/WHITE BOX TESTING
• CLOUD MISCONFIGURATION

Shift Everywhere Connect business Security and Development
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

From Number of Vulnerabilities to risk objectives 
Drive Risk down, Connect left to right

RISK TARGET

RISK RISK

DEVELOPERS

CODE LIBRARY CREDENTIALS

BUSINESS APPLICATIONS

BUSINESS 
OBJECTIVES

ENGINEERS

WEB/API

ACTIONS

ACTIONS

ACTIONS

O/SCONTAINERS INFRASTRUCTURECLOUD

1000

OPERATION ENVIRONMENTS

Divide

conundrum
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Location
Asset Criticality

Hot Vulnerabilities

Exploit Available

Total Vulnerabilities
204079 K

CISA KEV (1K)

EPSS > 0.7 (688)

GitHub Exploit (9.9K)
Bug Bounty Popularity (active 17K) 

9.9 K
4.41%

0.34%

0.6 K / 0.4 K
0.22%

4.41%

0.01%

0.49%

8.33%

Not all the vulnerabilities require equal attention

GitHub Verified Exploits (0.93K) 0.47%

GitHub Active Exploit (0.40K) 0.22%

Verified Exploits
1 K

0.49%

Externally Visible (0.14)  ?
Critical Application 0.?%



Prioritization
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Zero Days

Popularity

Automatable Active Exploit

Is it exploitable

Intelligence

Broad

Targeted CTI

Exploitability

Network 
Vector

RCE

Github

Bug Bounty

Packet 
Storm

Data

Reliability

Google ZDP

TM ZDP

Confirmed

Reported

Used
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Stages of triaging

S1 - Bulk

Prioritize vulnerabilities

Automate

Exploitability

Reach 
(network)

Location

Bus 
Criticality

Reachability 
(code)

Attack Path

ExploitabilityActive Bounty

Vector

Easy/Automatable Harder/Manual

False 
Positive

Deferred 
(project)

Bus Rason
FAIR 

Analysis

E
as

y
H

ar
d

e
r

S2 - Locality

Manual

Is it reachable? Is it critical? Now?

S3 - Bus. S4 – INT   Reasons

Automate Automate
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Using SLA is proven 100% unreachable objective

Actual Remedy

Objectives
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SLA Evolution

Severity SLA Exposure SLAMulti Severity SLA Risk Based SLA

Low Maturity

Simple to measure

High Maturity

Complex to Measure

SLA Appetite

Security OKR



SDLC and 
where scanner 

fit
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=Modern security pipeline – Triage point

42



Vuln mngm 
framework

RISK is the answer
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PRODUCT SECURITY APPSEC 

MATURITY

WHERE ARE YOU IN YOUR SOFTWARE SECURITY MATURITY JOURNEY?

MANUAL AUTOMATE

AGGREGATION

(aggregated v iew on risk)

• Aggregate

• Deduplicate

• SAST/DAST

• Pentest/Manual 

• Manual 

Assessments

• SLAs

• Vulnerability Mngm

REACT 

AD-HOC

• React to 

Vulnerabilities
• Manual Selection

• Excel 

spreadsheet

SCAN

• Scan

• Web
• Asset

• Pentest

• Excel 
spreadsheet

CONTEXTUALIZATION

(contextual code 2 cloud)

• Application 
Criticality/ BIA

• Risk based

• Cyber threat 
• Deployment

• Business Value 

& Quantification
• Criticality & Data 

• Exposure

• Risk based 

• Vuln Mngm

PRIORITIZATION 

ATTRIBUTION

• Severity

• Exploitability
• Fix Availability

• Criticality 

• Exposure 
to Attack

• Risk based 

AUTOMATION

• Auto open ticket

• Auto correlate 
code to cloud 

vulnerabilities

• IaC to cloud 
assets

• Auto Attribute 

teams and users
• Workflows

• Auto Asset 

Management 
• CI/CD feeds

• CMDB Feeds

ACT ON RISK

• Risk Based  

vulnerabilities 

selection

• Attribution of 

Vulnerabilities 

delivered to the 

right teams

• Vulnerability Fix 
Rate 

• Ignore the wrong 

vulnerabilities
• SLA & Reaction

• MTTR/ MTO

• Per Sprint fix
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3 stages Of appsec

ASSESS & ACTPRIORITIZEDISCOVER

AGGREGATE ASSETS

DISCOVER 

VULNERABILITIES

DETERMINE 

CRITICALITY

PROBABILITY OF 

EXPLOITATION

PROBABILITY FROM 

CONTEXT

BUSINESS RISK

BUSINESS IMPACT

WHAT NEEDS TO BE FIXED 

FIXED FIRST

INSIGHT FOR TARCTICAL 

TARCTICAL ACTIONS

AUTOMATE TRIAGE & 

ACTIONS

Where things are How important they are What to do about them
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Number of vulnerabilities

Number of vulnerabilities
SLA per criticality 

SLA per criticality 
SLA Risk based

Mean time to resolution
Security balance
SLA Risk based
False positive/exception rate

Mean time to resolution
Users stories vs security
Security backlog burndown

SLA Risk based
False positive/Exception rate
Technology Insights 
Security OKR
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Number of vulnerabilities

Number of vulnerabilities

SLA per criticality 

SLA per criticality 

SLA Risk based

Mean time to resolution

Security balance

SLA Risk based

False positive/exception rate

Mean time to resolution

Users stories vs security

Security backlog burndown

SLA Risk based

False positive/Exception rate

Technology Insights 

Security OKR
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• Policy mandating 

scanning 
requirements / 
Secure SDLC

• Regular Pentest / 

External Scan

• No SCA/ Library 

detection

• Policy mandating 

scanning requirements / 
Secure SDLC

• Regular Pen-test / 
External Scan

• Ad-how Static analysis 
• Infra Vulnerability - L1 

(O/S - Endpoint, 

Installed Apps) 
• SAST - Static Code 

Analysis or SCA

• Policy mandating scanning 

requirements / Secure 

SDLC 

• Regular Pen-test / External 

Scan 

• Automated Static code 

analysis Infra Vulnerability 

- L2 (Image Scanning, O/S 

- Servers, O/S - Endpoint, 

Installed Apps, Network 

Scanning) 

• Automated Library 

assessment / OSS- SCA 

Code Peer review 

• Policy mandating scanning 

requirements / Secure 

SDLC Bug Bounty/ Pentest 

• Automated Static analysis 

Automated SCA 

• Automate TEST WEB/ 

DAST API 

• Assessment Code Peer 

review Infra 

• Vulnerability - L3 (Image 

Scanning, O/S – 

• Servers, O/S - Endpoint, 

Installed Apps, Network 

Scanning) 

• Container Scan Cloud 

assessment/ IaC

Policy mandating scanning 

requirements / Secure SDLC 

Automated Pentest 

Bug Bounty/Pentest 

Automated Static Analysis 

Automated SCA 

Automated DAST WEB/ 

Automated API 

Container Scan / Pre-flight 

Container Build Code Peer 

review Infra Vulnerability - L3 

(Image Scanning, O/S - 

Servers, O/S - Endpoint, 

Installed Apps, Network 

Scanning) Cloud assessment/ 

Automated IaC

Detection Maturity Model
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• Number of 

vulnerabilities/ 
Vulnerability 
Severity

• Number of vulnerabilities 

(appsec or infra vuln 
management) 

• SLA per vulnerability 

severity (aka criticality) 
• Fix only Critical Risk 

• Fix rate

• SLA per criticality

• SLA Risk based 

Vulnerability Debt (number 

of fixes vs number of vuln 

introduced) 

• From Ticket to Patch 

Management Statistics/ 

Mean time to Resolution 

• From Vulnerability to 

remediation (mean time to 

Fix) 

• Integration of vulnerability 

issue into development 

processes 

• Fix Contextualize (Critical - 

Medium) Vulnerability 

Management System Fix 

rate per repo/ product

• Like M3

• False Positive/Exception 

rate 

• Security insights 

• Fix by contextual risk 

(Critical - Medium) 

• Reproducible Defects 

• Advanced visualization of 

defect? 

• Fix rate per repo/ product 

• Fix rate per team 

• False positive rate

• Like M4

• Plus:

• Mean time to 

resolution/MTTR 

• Users Stories vs Security 

Security 

• backlog burndown 

• Vulnerability Debt (number 

of fixes vs number of vuln 

introduced) 

• SLA Risk based , 

• False Positive/Exception 

rate 

• Technology Insights 

• Security OKR 

• Security Insights 

• Localized insights (per 

business application) 

Metrics

No measurement 
No tracking
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Metrics at 
different levels
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Reporting

62

Organizational

Business/ Team

Technology/Security/Engineering

D
et

ai
ls

A
bs

tr
ac

tio
n

KPI
Scorecards
Risk Level
Fix time/ Build time
Regulation impact
Financial Impact

KPI
Application/ Service Risk
Trendline, Fixing vs building 
Critical alerts, SLA breach

KPI
Vulnerability trending by categories
Vulnerability categories trending 
Ticket open/Closed (MTTR, MTTO) 
Most critical vulnerability, assets 
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Prioritization is so 90….

Direct Output from tools

Where you should be focusing

CVSS/Sev from security tools

Actual Exploitation
 + Severity

Fixing 
vulnerabilities
Based on 
contextual risk

SAST SCA DAST Pentest

Patching Containers Cloud

Severity Based

Contextual
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Aggregate

Prioritize

Deduplicate

Contextualize

Triage

Assess/Mitigate/ risk acceptance

high quality tickets

SAST SCA DAST WEB DAST PENTEST RED TEAM APPSEC

SAST SCA DAST CLOUD PENTEST WEB DAST

INFRA SCAN IAC CONTAINER IMG CLOUD MISCONFIG INFRA/ENVIRONMENT

MANUAL/SL

OW

64
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IDENTIFY PROBLEMS ORGANIZE, PRIORITIZE, CONTEXTUALIZE ACTIONS ON RISK

GRAPH

VISULISATION

VULNERABILITIES LIST SET

TARGET

Push to Jira

Send on Slack

Send via Email

Phoenix Security Unify ASPM & CSPM for a contextual approach
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New Features

69
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Upcoming New Features

70
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Partnership

71

Threat Intelligence Cloud Integrations
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Penny for your time (and thoughts)

Get a demo today and provide 

your feedback 

Win an amazon Gift Card 
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Building resilient application and cloud security programs

73
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Cyber Risk Defender Club

74
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New Book on metrics that matters

77
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Where can you find more

78

We have whitepapers on vulnerability management prioritization
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Sponsored By

www.cybercloudpodcast.com

www.cybercloudpodcast.com 

@FrankSEC42
@podcast_cyber

http://www.cybercloudpodcast.com/
https://twitter.com/FrankSEC42
https://twitter.com/FrankSEC42
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

AGGREGATION / DISCOVERY
SCANNING / ENRICHMENT

ENRICHMENT

DEDUPLICATION / PRIORITIZATION / 

CONTEXTUALIZATION
ACTION / EXCEPTION / REMEDY

APPSEC POSTURE MANAGEMENT CLOUD POSTURE MANAGEMENT VULNERABILITY MANAGEMENT

CLOUD

WORKLOADS

CLOUD 

MICONFIG

CLOUD 

IAC
CONTAINERWEBSITE APPCODE LIBRARY API ENDP SERVER

APPSEC CLOUD INFRA

DISCOVERY

PENTEST

CISO

APPSEC

DEVSECOPS

THREAT 

INTELLIGENCE

GRC

VULNERABILITIES

ASSETS
Application Security AppSec 

Phoenix

Phoenix Security Insights

Phoenix Security Cloud
Unified Vulnerability 

Management

Cyber Threat Intelligence

Phoenix Security platform unifies risk across your entire attack 
surface
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POSTURE MANAGEMENT 
ACROSS X SURFACES E(X)SPM

EXTENDED SURFACE POSTURE MANAGEMENT XSPM

Secure Runtime, Application

in one view empowering business to make risk based decision actionable from engineers / developers

ASPM Application Posture 

management

Prioritize fixable cloud native application/ scanning and 

recheability

Aggregation of multiple assets classes

Deduplicate/ Correlate/Prioritize assets and 

vulnerabilities

Attribution of team to code

Traceability of application to cloud

Prioritization based on deployment

Identify what’s fixable based on the deployment of 

deployment of the application

EASM External Attack Surface 

Management

Scan your external attack surface and correlate with 

internal surface

Correlation and contextualisation of internal and 

external

Threat intelligence and prioritization of the 

vulnerabilities

Correlation with application/deployemnt

Correlation with application

Identify what’s important to work 

on from outside in

Risk Based Vulnerability 

Management

Manage internal vulnerability with risk based prioritization

Prioritize vulnerability using threat intelligence

Aggregate asset classes and extract insight across 

multiple sources

Dedupliacte, Correlate, cross domains

Attribution and Application treceability

Trace application on prem-cloud 

and correlate threat inel

CSPM Cloud Security Posture 

Management

Prioritize internal vulnerability in the cloud and create 

internal/external attack surface

Traceability of applicaiton to cloud deployment

Conceptual segmentation of production

Correlate Container and cloud pre-post flight

Transfer insight cross domain (e.g. recheability of an 

application

Trace application on cloud-cloud 

and correlate threat inel

eXtended Surface Posture Management  (XSPM)

ASPM

RBVM

Cyber Asset Management

Team performance tracking/ Attribution/ Traceability

Correlation of asset across domains (library from SCA 

and container)

Deployment traceability with canaries

Cloud Based 

Vulnerability Management
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Rem oving  Manual work to autom ate, scale 

effectively security team s 

Pho enix Security



Market 
Landscape
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CVSS V40 vs 3.1
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Phoenix security unifies risk across all your attack surface, prioritize 
vulnerabilities from code to cloud
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Discovery Deduplication Vuln Assessment Threat Enrichment Risk/Prioritization Selection Exception ACT

Full asset Lifecycle 1.5 – Moving into Engines with 
Customization from users
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Triage is complex
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Triage – Linear ?  
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PLAN
• STORY POINT PER VULNERABILITY

• NUMBER OF VULNERABILITIES TO RESOLVE
• NEW SECURITY UNIT TEST

• MEAN TIME TO RESOLUTION TO MAINTAIN

• HOW MANY VULNERABILITIES TO THE GOAL
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CODE
• SCANNING CODE WITH ISSUE IN IDE

• COMMON ISSUE ACROSS MULTIPLE CODE BASES
• HIGH/MEDIUM RISK ELEMENTS

• VULNERABILITIES IN / OUT OF SLA

• SECURITY STORIES
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BUILD
• IAST/DAST FOR CODE BUILT
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• SECURITY STORIES HIT/MISSED

• RISK ITEMS (TOP/LOW)

• ITEMS IN/OUT SLA
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TEST
• DAST OUTPUT/ IAST OUTPUT

• SECURITY TESTING/ FIXES
• BACKLOG OF SECURITY ITEMS
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RELEASE
• AGREEING WHAT IS OK TO RELEASE (CRITICALITY) 

• BREAK POINT - RELEASE OR NOT WITH VULNERABILITIES
• MEAN TIME TO RESOLUTION DECISION

• LICENCE TO DEPLOY
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DEPLOY
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• VULNERABILITY RULES

• PRODUCTION CHECKS
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OPERATE - MONITOR (PROD)
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• INFRASTRUCTURE VULNERABILITIES
• CONTAINER VULNERABILITIES
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• VULNERABILITIES WITHIN SLA
• NEW VULNERABILITIES INTRODUCED

• MEAN TIME TO RESOLUTION
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Evolution of Software, Shfit Left vs Shift Right
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RESEARCH TOP 25

https://public.flourish.studio/visualisation/14643482/ 

Top 10 Vulnerabilities by Criticality:

1.Oracle
2.Apache
3.Debian
4.Microsoft
5.Fedoraproject
6.Google
7.Redhat
8.VMware
9.NetApp
10.Zohocorp

Top 10 Vulnerabilities by Popularity:

1. Microsoft
2. Oracle
3. Debian
4. Apache
5. Google
6. NetApp
7. Redhat
8. Apple

9. Fedoraproject
10. Atlassian

Top 10 by Weighted Average EPSS:

1. Oracle
2. Microsoft
3. Apache
4. Debian
5. Redhat
6. Atlassian
7. VMware
8. F5
9. GNU
10. NetApp

https://twitter.com/franksec42
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Exploitability in the wild

CISA KevGithub Exploits
NVD Exploits EPSS
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Zero Days
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Confirmed
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TOP EXPLOITED VENDOR
Number of Exploits Number of Verified Exploits
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VULN CHECK KEVCISA Kev

TOP VERIFIED EXPLOITS
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Vulnerabilities used in ransomware 
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Vendor with most ZERO DAY

RCE

Buffer Overflow
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Most Used MITRE & ATACK Techniques

HIGH EXPLOITABILITY LOW EXPLOITABILITY



P h o e n ix  S ec u ri ty    |    W E BI NA R S

C ON TE XT UAL IZE  PRIO RIT IZE  |   AC T ON  RI SK THA T  MAT T ERS  MO ST

MOST USED ATTACK METHODS

CISA KEVTOP EXPLOITS METHODS
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